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HaliBaxnuBilwe cno4aTky

Balu eneKTPOHHWUI A03BiN HA NPOXKMBAHHA

Bawa ¢yHKUis nocBiaYeHHA 0cobu OHAAMH

na nocsigyeHHA ocobn oHNanMH Bam 3HaA06UTbCA
Moceig4eHHs 0cobM OHNANH BiAbOYBAETbCA TaK NPOCTO
EbEeKTUBHUI 3aXUCT ANS BaLLUX AaHUX

TyT MOXHa CKopuCTaTUCA PYHKLIEID NOCBiAYEHHSA
0cobu oHNalH

Balwe npaBo — HagaTV AaHi Ha BACHWUI PO3CYA,

JloKanbHe 34 NUTYBaHHA OaHUX

JopaTtkoBi GyHKU,i

Baw nuct i3 PIN-kKogom

Bka3iBku 3 be3neku

NiHia pna 6nokyBaHHA

B iHTepHeTI

BuxigHi gani
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HavBaxk/iuBilie cno4yaTky

By oTprManu enekTpoHHWUI [,03BiN HA NPOXUBAHHA Y Bigom-
CTBi 3 NWUTaHb iHO3emL,iB. Lie Mmoxke ByTu NocBigKa Ha TUM-
YyacoBe MPOXKMBaHHA, «bnakMTHa KapTKa» €EC, ICT-kapTa ans
TpaHcdepy BcepeanHi NiagnpueMcTBa, NOCBiAKa Ha NoCTiiHe

nporKMBaHHA abo NocBiAKa Ha TpuBase NPoXKMBaHHA B EC.

K NpaBMNO, BU MOXKeTe NOCBiAYyBaTM CBOKO 0CcOoby 3a A0-
NMOMOFOIO CBOTO 03BO/Y HA NPOXKUBAHHA Pa30oM i3 BaLMM
nacnopTom ANnA BMIi3ay 3a KOPAOH, Hanpukaag, y UeHTtpi

obcnyrosyBaHHA rpomagsH, y 6aHKy abo B opraHax Bnagu.

B iHTepHeTi Bce iHaKLe: 3alilIOBLUM Ha CalT, BU He MaTumeTe
0COBUCTOrO KOHTAKTY 3 YCTaHOBO, LLO HaAa€ nocayru. Npo-
Te NOCBiAYUTU CBOIO 0COBY, AK NPABUIO, BCE XK MOMHA, AKLLO
BigomMcTBOM i3 NMUTaHb iHO3emUiB ByN0 aKTMBOBAHO GYHKLiO
noceigYeHHA 0cobU OHNAMH BaLLOro eNIeKTPOHHOTO A403BONY
Ha NPOXKMBAHHA.

Take eNleKTPOHHE MOCBiAYEHHA 0COON MOXKINBE 3aBASAKM
eNeKTPOHHIN nam’aTi (unnosi), BByaoBaHilt y KapTy. Ha Hbo-
My 36epiraloTbcA Balli NepcoHanbHi AaHi (im’a Ta npissuLye,
[aTa HapoAXKeHHsA, FPOMaAAHCTBO, agpeca), biomeTpuyHi
03Haku (poTorpacdin Ta BiaOWUTKM NanbLiB), a TAKOXK A0AATKOBI
yMOBM (30608’A3aHHSA). TaKMM YMHOM BU MOXKETE NPOCTO Ta
LIBMAKO 3aMOB/IATU OHNANH-NOCAYTU, AKI NPONOHYOTLCA Op-

raHamu Bnagam Ta KOMepLiiHMMM opraHisauiamm B IHTepHETi.

Bawi nepcoHanbHi AaHi Npy UbOMY 3aBXKAM Mg HAAIAHUM
3aXMCTOM BifZ, KPALiKKM Ta 3N10BXKMBaAHHSA. Lie BaXKnneo, Tomy
L0 B iHTEPHETI YaCcTO CTAlOTLCA KPaLZiKKM 0COBUCTOCTH:
XTocb Ai3HaEeTbCA Bawi ineHTUIKALIMHI AaHi, HAanpuKnag,
NoriHK Ta naponi, 3abupae cobi Balwy ocobucTicTb i Aje Big,
BALWOTO iMeHi. Big, Luboro Bac 3axmctute GyHKLiA NOCBIAYEHHA
0CcobU OHNAMH BALLOro eNIeKTPOHHOIO A03BOJY Ha MNPOXKMU-
BaHHA. BuKopucTaHHa GyHKLiT nocBig4eHHA 0cobu oHNalH

€ 806poBiINbHUM.

Y Uit 6powypi BM Ai3HaETecA, AK BUKOPUCTOBYBATU B NOBCAK-
OEHHi Ball eNeKTPOHHMUI A03BiN HA MPOXKMBAHHA HA TepU-
TOPpii HIMEY4MHU 1 OHNaMH Ta AKUMKM MEXaHI3MaMK 3axXUCTy
BALLUMX MEPCOHANbHUX AAHMX BiH OCHALLEHWUN.

Kpim Toro, TyT € iHdopMaLLis Npo BUKOPUCTAHHA BiomeTpuu-
HWX J2HWX Y BalLOMY e/IeKTPOHHOMY A03BOJi Ha NPOXKMU-
BaHHA, BaX/MBICTb incTa 3 PIN-Kogom, AKMI BU OTPUMaETE
nicna ¢opmyBaHHA e/1eKTPOHHOTO J03BOJY Ha MPOXKMBAHHSA,

a TaKOX BKasiBKK 3 66‘3I'IeKVI, AKMX Bam Cnig, AOTPpUMYBaTUCA.
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9 OpraH, Wo B1aas

o Jlorotun: ¢yHKUiA NnocBig4yeHHA 0cobu oHNalH
e YacTuHa Ans aBTOMaTUYHOTO YUTAHHSA

(He micTUTb goAaTKOBUX AaHMX NPO 0coby)

Ha nnupboBiit CTOPOHI @N1eKTPOHHOTO A03BO/Y Ha NPOXKMUBAH-
HA BKa3aHi Balli Npi3BuLLe Ta im’'s (imeHa), a TaKoX AaHi Npo

CTaTb, POMaAAHCTBO Ta AATYy HAPOAXKEHHA.

Ha nvuboBili CTOPOHI TaKoXK 3a3Ha4YeHo TUN A03BOAY Ha
NPOXUBaAHHA, CTPOK Aii KAPTKM 3 AATOK Ta MPUMITKM LLOAO
L,04aTKOBMX YMOB. CTPOK Aii KapTKKM BiANOBIAA€E CTPOKY Aji
BALLOro A03BO/Y HAa TUMYACOBE MPOXMUBAHHA. AKLLO BM
Ma€ETe A,03BiN HA NOCTINHE NPOXKMBAHHA, TO KAPTKA MAE MakK-
CUMaNbHUIA CTPOK Al — AEeCcATb POKIB, NiCNA YOro mae 6yTu
BMIOTOB/IEHA NOBTOPHO. Y Byab-AKOMY pasi eNIeKTPOHHUIA
[,03Bi/1 HA NPOXKMBAHHA AiACHUM, AOKU AINCHMIA nacnopT
ONA BUI3AY 32 KOpAOH abo LOKYMEHT, L0 MOro 3aMiHIoE,
yKa3aHUWIM Ha INLBOBIlA CTOPOHI KapTKK. byab nacka, 3BepHiTbh
Ha ue yBary, wob opopMnUT1 HOBMI NAcNOpPT 48 BUI3LY 3a
KOPAOH ab0 LOKYMEHT, LLLO MOro 3aMiHIOE, 0 3aKiHYEHHA

CTPOKY Aii macnopTa.

Y npaBomy BEPXHbOMY KyTi Ha IMLbOBIN CTOPOHI KapTh
BKA3aHO CepiiHU HOMepP eNeKTPOHHOTO A03BOAY Ha NpPo-
KMBaHHA, KU Ay6ntoeTbCa APIGHMM WpUdTOM y liBOMY
BepXHbOMYy KyTi. Mig, HUM po3sTalwosaHa doTtorpadis. Mocepe-
[OMHI 3HM3Yy 306parkeHo BaLl MignNuc, a y NpaBomy HUXKHbOMY
KyTi — Kog, aoctyny (Card Access Number/CAN).

Ha 3BOpOTHIli CTOPOHI e1eKTPOHHOrO A03BO/Y Ha MPOXKMBAH-
HA MOXXe MICTUTUCA BKa3iBKa LLOAO NPUMITOK Ha A04ATKOBO-
My apKyLi. Tam micTATbCA BaLi NepcoHaNbHi AaHi Npo micue
HaPOAMKEHHSA, KOAIP LWKipW, 3pIiCT i AOMALLHIO agpecy. Y KiHui
BKa3aHi AaTa BMAAYi KAapTKKU Ta OpraH, wo ii sBnaas. Hux-

HA YacTUHa 3BOPOTHOI CTOPOHU KapTKK nepeabdaveHa ans
aBTOMATUYHOIO YNTAHHA, TaM BiACYTHI byab-AKi A0AATKOBI
BigomocTi npo Bawly ocoby.

B enekTpoHHOMY [,03BOAI HA MPOXKMBAHHA € EN1EKTPO-

HHa nam’aTb (4nn). 3a gonomoroto Kapgpuaepa abo
BiANoBiAHOro cMapTdoHa UM nnaHweTa 3 PpyHKujieto NFC
(Near Field Communication/«komyHiKauisa 611M*KHbOTO
NoaA») MOXHa CKopucTaTmca GyHKLiED NocBigYeHHA ocobu
OHNAMH AN YKNAAEHHSA Yro4 Ta iHWKX 4N B iHTEpHETI Ta
NNATIXKHUX TEpMiHanax.

Jlorotmn y npaBomy BepXHbOMY KyTi NO3HAYaE yci iHTep-
HEeT-3aCTOCYHKM, TEPMIHANN Ta KapAapuaepu, B AKUX MOXKHa

CKOpUCTaTUCA GYHKLLIEI NOCBIAYEHHA 0COBM OHNANH.
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Bamia
YVHKIIisI IOCBiIYeHHS 0COOU OHJIaWH

Baw [03BiN Ha NpoXKMBaHHA B LMdPOBOMY NPOCTOPI

3a ,ONOMOTOH0 CBOTO €/1eKTPOHHOIO [03BO/Y Ha MPOXKMBAHHA BU MOMKETE CKOPUCTATUCA PYHKLLIEID
NOCBiAYEHHA 0COBM OHMAMH B iHTepHETI abo NiaTiXKHWX TepMiHanax. Tenep BM MOXKeTe BigBigyBaTu
LepaBHi ycTaHOBM ab0 3aMOBAATU NOCAYTU Y MPUBATHUX NOCTaYabHUKIB Y eNeKTPOHHIN dopmi.

3aoLaaxynTe Yac, rpowi Ta 3acobu.
Tak, Bawwi aaHi 3aBKAM 3axmLeHi B LnppoBoMy NpocTopi:

= [epen TMM, AK BiANPABMTK CBOI MEPCOHA/IbHI AaHi, BU MOMETE NPOYMTATH, XTO IX OTPUMAE
Ta YM Ma€ LA 0coba NpaBo Ha BUKOPUCTAHHA YHKL,iT NOCBIAYEHHA 0COOM OHMAMH.

= 11106 YMOXAMBUTU Nepeaady BalnX NePCOHANbHUX AaHUX B €N1EKTPOHHIN Gopmi, BU maeTe
BBECTW CBil 0cOBMCTUI TaeMHMI Kog, (PIN).

= Bawi nepcoHanbHi AaHi 3aBXAM NepesatoTbCsA YePe3 KaHaIM 3 HACKPISHUM LM PYBaHHAM,
TOMY iX HEMOMNBO NEpPexonuTi abo NeperaHyTH.

3a gonomoroto QyHKLii NocBiaYeHHA 0CObM OHMAH BU CAaMOCTIHO BM3HaYaETe, Y barkaeTe BY
nepeaaTty cBOi faHi Yepes 3alnMbpoBaHUI KaHas, a TaKOX 06paTh iIXHbOro OTpPUMYyBaYa.

DyHKUiA NOCcBigYEeHHA 0c06U OHNAUH He0CTYyNHA

AKLWO B e/1eKTPOHHOMY [103BO/1i HA NPOXMBAHHA MiCTUTbCA iHGOPMALLiA NPO Te, Lo nepco-
HaNbHi JaHi CTOCYOTbCA BAACHMLI aB0 BNACHMKA, TO MOXK/IMBICTb CKOPUCTATUCA DYHKLiEID
nocsigyeHHA 0cobu oHNalH BiACYTHA.

DyHKUiA NocBigYeHHs 0cobu OHNalH AOCTyNHa gns ocib Bikom cTaplue 16 pokis.
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[Ana nocsBiavYeHHA 0cobu OHNaMH Bam 3Ha0bUTbCA

[ns Toro, wob ckopuctatrca GyHKLIE NOCBiAYEHHA 0CO6M OHNAMH, BaM MOTPIBHO:

= kkkkkk

Ball eneKkTpoHHUIA J03BIN Baw PIN-koga,
Ha NPOXKMBaAHHA BCTAHOBNEHMWIA CAMOCTIAHO

== =n

- - am
1 ( ) B
BignosigHui Kapapuaep abo MporpamHe 3ab6e3neyeHHs, HanpuKag,

CMapTdOH YK NNaHWweT 6€e3KOLUTOBHMI 3aCTOCYHOK

i3 ¢dyHKuieto NFC AusweisApp 2

O[]0
o

[=]r%s

www.ausweisapp.bund.de
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MocBia4YeHHA 0cobu OHMAMH BiAOYBAETLCA TaK NPOCTO

Jlorotmn ¢yHKLii nocBiAYeHHA 0COO6M OHNAMH O3HAYaE, Lo TYT BU
MOXETe NOCBIAYUTH CBOI 0COBY B LIUdPOBIN hopmi.

BiaKpuiiTe 6aXkaHUI OHNANH-CepPBIC | NOYHITL
npouec igeHTUdiKaLii. ( )

WWW.

Tenep Mo¥KHa N06aUUTK, XTO Ta AKi came AaHi xoue
oTpUMmaTH Big, Bac.

MigHeciTb CBiN eNEeKTPOHHUIN A03BiN Ha NPOXKK-
BaHHA [0 Kapapuaepa, CMapTdoHa YM naaHLweTa
3 pyHKujieto NFC.

MNigTBEpAiT 3aNUT WAAXOM BBEAEHHA CBOTO
NepcoHaibHOro TaEmHoro Kogy (PIN).

kkkkkk

3a gornomoroto Ynna BigdyaeTbCa nepesipKa
nocTavyanbHWUKa MOCAYT, YN MOXKe BiH 3anuTyBa-

TW Y Bac NepcoHasbHi AaHi. | TinbKu nicaa uboro
MoxnunBa 6e3neyHa nepegaya gaHuWx Yepes KaHan
i3 HacKpi3HUM WK pPYyBaAHHAM.

Ul «————— b ————— W «— N «— B

@@ ¢
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EPEeKTMBHUM 3aXUCT ANS BALLUX AAHUX

YoTnpm 3aXMCHUX MeXaHi3MM HaZiliHO 3aXMLLAIOTb Balli NePCoHaNbHI AaHi.

1

4

—

—

—

—

®di3nyHe BONOAIHHA Ta 3HAHHA

CropucTtatnca GyHKLUiEr0 Nocsig4eHHA 0cobu OHMAWH MOXKe TiSIbKM TOM, XTO 3HAE BaL
PIN-KoZ Ta Mae npw cobi Balw enekTpOHHUI A03BiN HA NPOXKMBAHHA.

TaK 3BaHa deoghakmopHa aesmeHmMudgikayisa € 6e3neyHiwoo 3a nownpeHy oAgHOPaKTOPHY
aBTeHTUiKaLilo 3a AONOMOroto /ioriHa Ta napons.

B3aemHa igeHTUdiKauin

MNip vac nocsigYeHHA 0COOM OHNAMH 3aBX AN BUKOPUCTOBYETLCA iHPOpPMaLLia 3 060X cTopiH
KapTKku. Tomy BM MoKeTe be3nocepeaHbo Ai3HaTUCA, KOMY Came NepeaatoTbes Balli AaHi.
Balu KOHTPAreHT y Mepei Mae MaTh YUHHUI AepKaBHUI cepTudikaT ona 3anuTy Takux Aa-
HUX. B MOXKeTe NonpocuTH NPOAEMOHCTPYBaTH el cepTudikaT. AKLLO BM 3roaHi 3 nepesa-
Yelo AaHuX, To NiATBEPAiTL CBOLO 3rody, BBiBWM CBil PIN-Koa.

MepeBipnBLIM 0cO6Y KOHTPareHTa, BU NiaBULLYETe BAacHY 6e3neKky B uudppoBomy npocropi.

MepepaymoBu ana nepepadi AaHUX

MNepepaya BaWMX AaHUX MOXKANBA, TiINIbKU AKLLO Ball €/1eKTPOHHWUI A03BiN HA NPOXKMBAHHA
6yno nigHeceHo Ao Kapapuaepa abo cmaptdoHa uM naaHweTta 3 pyHKuieto NFC, a noTim
BBeaeHo PIN-Koa.

OTKe, 3unTaTH AaHi 6e3 BalWoOro BiaOMa HEMOXKAMBO. BU TaKOX 3axuLLeHi Ha BUNaAoK
BTPaTH UM KPAZiXKKM BALLOrO €IeKTPOHHOrO A,03BO/Y Ha NPOXXUBAHHA.

Hackpi3sHe wudpyBaHHA

[aHi nepefaloTbeca BUKOYHO Yepes 3alndpoBaHi KaHanu.

3aBAAKM HaCKpi3HOMY WMPPYBaHHIO Balli AaHI 3aXULLEHi Big KPaAiXKKUN UM 310BXKUBaHb.
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TyT MOKHa CKopucTaTmCA
dYHKUj€EO nocBiaYeHHs 0cobu oHNaMH

Bce 6inblue Aep:aBHUX NOCAYT NiATPUMYIOTb GYHKL,ilO NOCBiAYEHHA 0COBU OHNAMH, HanNpUKAaa:

= OHANaiiH-peecTpaLin
Konu Bu BnepLue peecTpyeTecs Ha CalTi OHAANH-CNY»K6U, TO 3a3BMYaA Y BAC 3aNUTYIOTb
pi3Hi gaHi. Lle moxkyTb 6yTM Npi3BuLle Ta iM’a, a iHKOAK 1A Bawa nosHa agpeca. Lli aaHi
MOHa LWBUAKO Ta 6€3 NOMUIOK HaAicNaTh 338 AONOMOro0 BaLLOro eNEKTPOHHOIO J03B0-
NIy Ha NPOXKMBAHHA.

MepeBipKa BiKy Ta MmicLA NPOXKMBaHHA

[JenAki cepsicy fOCTYNHi TiNbKKM Ana ocib, AKi AocAryM NneBHOro BiKy abo 3apeecTpoBaHi

B MEBHOMY Hace/sleHOMY NYHKTi. ENeKTPOHHWI [03BiN Ha NPOXKMBAHHA MOXe CAyryBaTu
niaTBEPAYKEHHAM BiKy ab0 MicLLA MPOXMBAHHSA, *KOAHUX iHLLIMX AAHUX HENOTPi6HO. Mepe-
[AETLCA TiNIbKM Bala BigNoBigb: «Tak» abo «Hi».

ABTOMaTUYHe 3aNOBHEHHA Nonis

3anoBHoBaTK OHNalH-GopMKM ByBae HyAHO. YacTo ntoam NPUNYCKarTLCA XMboAPYKIB Mig,
yac BBeAEHHA Npi3BuLLLa YM agpecy. PYHKLiA NOCBiAYEHHA 0COOWM OHNAMH A03BOASE CKOMi-
HOBATW L AaHi 3 BALLOro eNIeKTPOHHOrO A03BO/Y Ha MPOXKMBAHHA.

= MocBig4yeHHA 0cO6U B NAaTiXKHOMY TepmiHani
3 yacom Bce binblue AOBIAKOBUX TaK CHEKOBUX aBTOMaTiB b6yayTb NMPOMNOHYBATU NepcoHa-
Ni30BaHi nocayru. Tomy Mae CMUCA TaKOX NPOCTO W LIBUAKO aBTOPU3YBaTUCA 33 JONOMO-
O CBOFO €/1eKTPOHHOIO L,03BO/Y HA NPOXKUBAHHA.

= flocTyn 3a nceBgoOHIMOM
MceBgoHIM — Le po3ni3HaBasbHUM 3HaK, AKNI GOPMYETHCA YMMOM E/IEKTPOHHOIO A0-
3BOJ1y Ha NPOXKMBAHHA 3a1€XHO B NOCTa4aNbHMKa NOCAYT. TaK, HANPUKAAA, BU MOXeTe
aBTOPM3YBaTUCA B COLMEPEXKaX, He BKa3yloUn CBOIX MepCcoHanbHUX AaHuX. [licna nepsBuH-
HOI peecTpalLlii cepsicy po3ni3HaBaTUMYTb Bac Mig, Yac KOXKHOI cnpobu yBilNTH, NpU LiboMmy
BBOAMUTM MEepCoHabHi faHi HenoTpibHo.

= OHNaH-popMU Ha CcaiTi AepKaBHOI aaMiHicTpaLLi
3 yacom Bce binblue AepXKaBHUX YCTaHOB byayTb HaJaBaTK CBOI NOCAYX B iHTEpHETi (Ha-
NPUKNAZ, Wob 3annTaTi KinbKicTb WTpadHUX 6anis y TpaHCNOPTHOMY BifOMCTBI). DyHKLiA
MOCBiAYEHHA 0COBM OHNANMH CAYTYe HAAIMHUM NiATBEPAKEHHAM 0COOM B TaKUX BUNALKAX.

Jopartkosa iHpopmauis

[eTtanbHilwe Ha HaWoMy nopTani:

www.personalausweisportal.de
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Balue npaBo — Ha4aTU AaHi Ha BNaCHW po3cya,

3peLuToto BM 3aBXAM BUPILLYETe, AKI AaHi nepeaasBaTy.
€EANHa yMmOBa — LiACHUIA €NEKTPOHHUI A,03BIN HA MPOXKMBAHHA.

Mia Yac KoXKHOI Nepegavi gaHunx Balwi AaHi WudpyoTbes. Yca iHbopmalisa 3axuLleHa 1 nepesaeTbes
3 BUKOPUCTAHHAM MiXKHapOAHO BU3HAHMX Ta NepeBipeHnx cnocobis WndpyBaHHA.

®yHKUiA NocBiAYEHHA 0CO6M OHNAH NepeBipPAE, UM NOCTaYaIbHUK OHIANH-MOCAYT HAaCNPaBAi € TUM,
3a Koro BiH cebe BuAae.

KokeH noctayanbHUK, AKMI1 XOue CKOPUCTATUCA aBTOPU3ALLIEID 33 AONOMOFOI0 €/IEKTPOHHOIO A03BOY
Ha NPOXKMBAHHA ANA HAJAHHA NOCAYF, MAa€ OTPUMATU BiANOBIAHMI AepKaBHUI [03BiNbHUI cepTUdiKaT
y MNyHKTi BUAAYi f03BiNbHUX cepTudiKaTiB. MyHKT BUAA4Yi NpoBOAMTL CyBOPY NEPEBIPKY 3aMUTYBaHUX Aa-

HUX, AKI HEOBXiAHI ANA HaAAHHA MOCAYT, Ta BUAAE [O3BIN HA OTPUMAHHSA TiIbKM LUX SAHUX.

YBiBwWwMK cBili PIN-KoZ, BU MOKeTe NOAINMUTUCA TAaKUMU SAHUMU:

MceBaoHIM/po3ni3HaBaAbHUI 3HAK

Im’a Ta npi3Buwe XXX XX Tun AOKYMeHTa
(&)
= o
KpaiHa Buaaui Appeca
*kkkkk*k
o

— Baw PIN-kog, — A

—_— — BCTaHOBl'.I‘(‘EHMﬁ

P~ €aMocCTiNHO

MepeBipKa BiKy Ta < [ara Ta micue
MiCLA NPOXKMBAHHA HapOAKEHHSA
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JloKanbHe 34MTYyBaHHA AaHUX

[PONOHYETbCA NOKaNbHE 3UUTYBAHHA AAHMX, AKLLO TaKi NepCcoHaibHI AaHi, AK Npi3BuLLe
1 appeca, Tpeba BCTaBUTU B OHNaNH-popMY. JOCTaTHLO NPOCTO MPUKAACTU Balll eIeKTPOHHUM
[,03BiN1 HA NPOXKMBAHHA A0 BiANOBIAHOTO pyUAaepa, i Bali AaHi 6yAyTb aBTOMATUYHO 34MUTaHI Ta

cKoMioBaHi. Lie ay»ke WBMAKO Ta YHEMOXK/IMUBIOE XMBOAPYKM.
OpraHu Bfaay Ta KOMNaHii, AKi NPONOHYOTb Taky GYHKLi0, NOTPebYIOTb A03BONY AeprKaBU Ha
JIOKa/IbHE 34UTYBAHHA AaHWX, a TaKOXK BiANOBIAHMI puaep.

JloKanbHe 34MTYyBaHHA AaHUX BiAGyBaGTbCﬂ TaK:

\ CToAuu 6ins BIKOHUA B AepKaBHOMY opraHi abo KomnaHii, BU NokasyeTe

1

l

BaLui eneKTPOHHWUI [03BIN Ha NPOXKMBAHHA Ta AIMCHUIA NacnopT A4 BUi3ay
33 KOPAOH, NiATBEPAXKYOYM CBOKO 0CObY.

MoTim KnageTe cBili eNEeKTPOHHUI [03BIN HA NPOXKMBAHHA HA puaep.

3a 4ONOMOro YMna y BalloMy e/IEKTPOHHOMY 403BOJi Ha MPOXKUBAHHSA
BiabyaeTbcA nepeBipka NocTayasbHMKA NOCAYT, Y4 MOXKE BiH 3anMTyBaTh
Yy Bac NepcoHanbHi AaHi.

BBoauTe Koz gocTtyny Ao KapTku (CAN). BiH 3a3HaYeHMI Ha ANLbOBI
CTOPOHi e/IEKTPOHHOTO 403BOJY HA MPOXKMBAHHA CrpaBa, MOPyY i3 4aTo
3aKiHYeHHA gii.

Balwi paHi Hackpi3HO 3awmndpoBaHi Ta 6e3neyHo 1 6e3MomMUIKOBO Komito-
10TbCA A0 popmu.

PYY

AnAa 3aXmUCTy BalnX AaHUX

HenomiTHO 3uMTaTK AaHi 3 yMna 6e3 BaWOro BiLOMA HEMOXKAMBO. YUN SiAUTbCA JaHUMKU,
Ti/IbKK AKLLO BBECTU TaeEMHMIA Kopg, (PIN) abo Kog aoctyny Ao KapTku (CAN), HagpyKoBaHui
Ha eNeKTPOHHOMY L03BOJIi Ha MPOXKMBAHHA.

MpaBo Ha 3UNTYBaAHHA 6IOMETPUYHMX AAHUX 3 YMNA BALUOTO €/1IeKTPOHHOTO A,03BOJY HA
NPOXMBAHHA MAlOTb BUK/IKOUYHO Ti YCTAHOBMU, AKi 32 3aKOHOM YNOBHOBAaXKeHi 34ilCHIOBaTU
BCTaHOB/NEHHA ocobu. Mepepaua dotorpadii Ta Bia6UTKIB NanbLiB HEMOXKAUBA Nig, Yac
niareepAMXeHHA 0co6U OHNAWH UM TOKA/IbHOTO 3UUTYBAHHA AAHUX.
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JlogaTKoOBI PYHKIII]

3‘-IMTYBaHHFI NPaBoOOXOPOHHNUMWN OpPraHamm

Ha yumni Baworo €/1eKTPOHHOrOo A403B0/1Y Ha NPOXXUBAHHA

36epiratoTbca Balli NepcoHanbHi Ta 6iomeTpuyHi AaHi. BoHn

MOXKYTb 34MTYBATUCA TiIbKM B KPAalHbOMY Pasi BUKIOYHO

KOMMNETEHTHUMM OpraHamMu: NoAiLi€l0, BIAOMCTBOM Yy cripaBax
caass—— . .

iHO3eMLLiB, MUTHUMM Ta NPUKOPAOHHUMM CNYKOAMU, AKLLO

BM MaETe eNeKTPOHHMIA A03BIN Ha NPOXMBaHHA i3 coboto.

Mpy LbOMY BOHM 3aBXAM NOPiBHIOOTL GOTO Ta BiAOUTKM
nanbliB, 36eperkeHi Ha unni, i3 30BHILHICTIO Ta BigOUTKamu,
AKi Mae 0coba, Wo niaTBEepAXKYE CBOK 0CcOobY 33 LONOMOroto
€/1eKTPOHHOro J03BOY Ha NPOXWBAHHA Ta BiANOBIAHUM A0-
KYMEHTOM A1a BUI3Ay 338 KOPAOH. Byab-aki cnpobu waxpaii-
CTBA 3 BUKOPUCTAHHAM 3aryba1eHoro 4m KpaaeHoro A03Bony
Ha NPOXMBAHHA ByAyTb LBWUAKO BUKPUTI. 3UMTYBaHHA HBiome-
TPUYHUX AAHWUX Yepes iIHTEPHET HEMOXKAUBE.

* BiomeTpuuHe ¢poTo
Ha 6iomeTtpuyHomy doto 06a144a mae 6yTM Mo LeHTpy,
Wob nnue MoXKHa 6yno nerko posnisHaTU. 3aKpMBaTU
061144 ronoBHUM y6opom 3a60poHeHo, o4i MaloTb ByTU
BiAKPMTUMU Ta AoBpe BUANMUMWU. BUHATKOM MOXKYTb
6yt meanyHi npobaemun. PoTo HagpyKoBaHe Ha KapTyj,
a TaKOX 36epiraeTbcs B eNeKTpoHHOMY dopmaTi Ha unni.

= Biga6uUTKM nanbuis
AKLWO BM NofacTe 3aABY HAa OTPMMAHHA eNeKTPOHHOro f0-
3B0J1y Ha NPOXWUBaHHA y BigomcTsi B cnpaBax iHO3eMLLiB,
Y Bac Bi3bMyTb BiAOUTKM 060X BKa3iBHMX nanbLis. BoHK
TaKoX 36epiratoTbcs Ha unni. BiabuTkm nansbuis Anwe
TUMYacoBo 36epiratoTbes y BiZomcTsi B cnpaBax iHo3emLiB
Ta TOB «[epxapyk» [Bundesdruckerei GmbH] Ta oapasy
BMIANAOTHCA NiCAA BUAAYI eNeKTPOHHOTO A03BOAY HA
NPOXWBaHHA. Y AiTeit monoaLwe WecTu pokKis He 6epyTb
BigOUTKM NanbLis.

= NlopaTKoBi ymoBM
JopaTkoBi ymoBM Ta iHWIi 3060B’A3aHHA WOA0 A03BONY Ha
NPOMMBAHHA TaKoX 36epiratoTbCsl Ha YUNOBI €NEKTPOHHOTO
[,03BOJY HA NPOXKMBaAHHA | PO34PYKOBYHOTLCA HA A0AaT-
KOBOMY apKyLi. [loaaTKOBUI apKyLl BUAAETLCA Pa3som
3 @/1IeKTPOHHUM [03BO/IOM Ha NPOXKMBAHHA. Y AeAKnx
BMMaAKax A0[ATKOBI YMOBM BK/IEIOKOTLCA Y BaLL MacnopT
ONA BUI3AY 32 KOPAOH.
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Bamr iuct 13 PIN-kogom

Micns BUrOTOBNEHHS €NEKTPOHHOTO L03BOJY Ha NPOXKMBAHHSA = Baw ocobucTtuii wectusHauHuim PIN-Kog,

Bu oTpumaete nuct i3 PIN-Kogom, SsKuit micTuTb iHpopmaLlito (Personal Identification Number)

NPO BaL eNeKTPOHHWUI A03BiN HAa NPOXKUBAHHA Ta GYHKLO Bu camoCTiHO BMPiLLYETE, UM BCTAHOBUTM CObI LWECTU-
noceig4yeHHA 0cobu oHNalH. 3HayHuI PIN-Kog Ta Konu Le 3pobuTtu. Micns oTpumaHHs

€/1eKTPOHHOr0 403B0OJY Ha NPOXMUBAHHA BU MOXETe
Nucrt i3 PIN-Kogom mictutb BaxkKauey Ana Bac inpopmalito: 3aMiHUTK CTaHAAPTHKUI PIN-KOA, (TaKO TPAHCMOPTHUIA
PIN-Kkopg), BKa3zaHui1 y Bawomy aucTi 3 PIN-Kogom, Ha
DoBiNbHUI PIN-KoA Ha BacHWU po3cya,. Lle moskHa 3po-
B P T 6UTK camoCTiHO BAOMa Ha KoMN'toTepi 3a 4ONOMOroHo

Kapapuaepa, abo 3a fonomoroto cmaptdpoHa abo naaH-

N'aTusHauHum PIN
(Personal Identification
Number)

werta 3 ¢yHKuieto NFC um 6e3nocepegHbo y BigomcTsi

y cnpaBax iHo3emu,iB. TifibKKn ToAi GyHKLiA noceigyeHHA
0CcobW OHNAMH CTaHe AOCTYMNHOM AN Bac. 3aBXKAM, KONU
BM X04YeTe cKopuctaTucs GpyHKLiE NocBiaYeHHa ocobu

OHNalH, NOTPiIBHO BBOAUTM Ball OCOBUCTUIA LWECTU3HA-

YHu PIN-Kkoga,

= Kog pgoctyny ao kaptku (Card Access Number/CAN)
AKLLO ABiYi BBECTM NEPCOHANbHWUIA LWECTU3HAYHUIA

PIN-Kkopg, HeBipHO, TO Nig, Yac HacTynHOT cnpobu, oK-
pim wectusHayHoro PIN-Koay, Tpeba byae nonaTKoOBO
BBECTM Koa aoctyny Ao kapTku (CAN). BiH 3a3HayeHui

Ha /IMLLbOBIIN CTOPOHI Y NPaBOMY BEPXHbOMY KyTi BaLIOro
€/1eKTPOHHOro A03B0NY Ha NPOXMBaHHA. Kog aoctyny
[0 KapTKW TaKoX 3HAaZ06UTbCA Bam AN IOKAbHOTO

34YNUTYBAHHA AaHUX.

*kkhkkkkkkkkk ———————-—

PUK Kopose cnoso
(Personal Unblocking Key)

PUK-koga (Personal Unblocking Key)

AKWO Tpudi HenpasuabHo BBecTu PIN-Koz, dpyHKuiA
nocBiaYeHHs ocobu oHNanH byae 3abnokoBaHa. LLob
NOBTOPHO aKTUBYBATK ii, Bam noTpibHo BBecTn PUK-Koa.

PUK-Kopg, BKa3aHuii y Bawomy aucTi 3 PIN-kogom.
Byab nacka, 36epiraiite Baw aucr i3 PIN-kogom

y HagiiHomy micui. Liio iHpopmauito NOBUHHI 3HaTH

= KopgoBe cnoBo

TinbKu Bu.

AKLWO BM 3arybunu cBili eNeKTPOHHUI A03BiN Ha
Bu otpumaete nuct i3 PIN-kogom, AKWO Ha MOMEHT NPOXXMBaHHA abo MOro BKpanu, oapasy 3BepHiTbCA A0
nopgavi 3asB1 BaM BUNOBHMWIOCA LWOHAMeHLe BigomcTea y cnpasax iHo3emuiB abo Ha rapady NiHito,
16 pokKiB. AKLLO BM e He AOCATN LbOro BiKy, TO He wob 3a610KyBaTH Ball €/1eKTPOHHMI A03BiN HA Npo-
MOXKeTe ckopucTaTUcA GyHKL i€ nocBiaYeHHA ocobu YMBaHHA. [NA LbOro Ha3BiTb CNiBPOBITHMKY YK CniBpoO-
OH/1aiH, a TOMYy He oTpuMaceTe nncTa 3 PIN-kogom. BITHMLI KOZOBE CNOBO, AKE 3a3HAYEHO Y BALLOMY JINCTI
Micna gocarHeHHA 16-piyysa MoXKHa byae 6e3Ko- 3 PIN-kogom.

LUTOBHO CKOpUCTaTUCA PYHKLiE NocBiAYeHHA ocobum
OH/NaWH, aKTMBYBaBLWM ii y Bawomy BigomcTsi y cnpa-
Bax iHo3emuiB. lNicna uboro BM MoXKeTe BCTAaHOBUTU

wecTusHayHuit PIN-Kog Ta OTpMMaETe KogoBe C0BO.
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Bka3iBKU 3 0e3leKUu

Baw BHecoK y 6e3neky

Byab nacka, [OTPUMYMTECA LIMX BKA3iBOK i3 besneKku:

= 3aBxam 3bepiraiTe CBili eN1EKTPOHHUI 4,03BiN HA NPOXK-
BaHHSA B HagiiHOMY MmicLLi.

Hikomy He noBigomnanTe CBil WECTU3HAYHUI TAEMHUI
kog (PIN). He BuKopucToByiTe npocTi KombiHauii uuodp,
AKi nerko BigragaTtv, Hanpuknag 123456, ceoto gaTy Ha-
poaKeHHs abo LMdpK, HaaPYKOBaHI Ha BaLLOMY eNeKTPo-
HHOMY [103BOJ1i HA NMPOXWUBAHHA.

= He nosigomnsaiTe cBiit PIN-Kog TpeTim ocobam. He 36e-
pirainTe cBiit PIN-Kkog, pa3om 3i CBOiM eNleKTPOHHUM
[,03BO/IOM Ha NPOXUBAHHA Ta B *KOAHOMY pasi He 3anu-

cymte PIN-Kog Ha KapTui.

= 36epiraliTe cBit ancT i3 PIN-Kogom y 6esneyHomy
Ta HaginHomy micui. Llei auncr i3 PIN-kogom mictutb
Baxnusy iHbopmaLLiito.

= He 3abyBaiiTe CBili eNeKTPOHHUI [,03BiN HA NPOXKMBAHHA
nicns 3UMTyBaHHA AAHUX KapApuaepoM un 3abepiTb oro
Big, cMapTdoHa abo nnaHweTa 3 pyHKuieto NFC.

= PerynapHO BCTaHOBIOWTE OHOBNEHHA A/1A CBOET onepaLin-
HOI CMCTEMM, aHTMBIPYCHOT Nporpamu Ta paepsony.

= AKLLO BM 3arybunn CBili eNEKTPOHHMUI J03BIN HA NPOXKU-
BaHHA abo 1Moro BKpaau, oapasy 3BepHiTbca 4o BiaomcTea
y cnpaBax iHo3emu;iB, Wwo6 3ab610KyBaTU OYHKLiIO NOCBiA-
YeHHA 0cobM OHNAMH. BNIOKYBAHHA rapaHTyE, L0 KOXHa
cnpoba 3/10BXuUBaHHA byae oapasy 3adikcoBaHa.

| 2
u
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JIiHis1 1J11 GJI0OKYBaHHS

[ocTynHa uinoao6oso

116 116

BKasiBKM W00 610KyBaHHSA

TenedoHHa niHia gna 610KyBaHHA NpaLtoe Winogo608o cim
OHIB Ha TUXAEHb 32 Homepom 116 116. AKLWLO BM 3@ KOpAO-
HoMm, TenedoHyiiTe 0049-116 116 a6o 0049-3040 50 40 50
(6e3KoLWTOBHO).

Byab nacka, byabTte rotoBi Ha3BaTU KOLOBE CNOBO, AKE
3a3HayveHe B ncTi 3 PIN-Kofom, nepL Hixk TenedpoHyBaTh
Ha rapaJy fiHito.

NigTBEpAsKEHHA 0CO6U OHNAIH Ta SIOKa/IbHE 3YNTYBaAHHSA
AaHuX 6yayTb HeAOCTYNMHMMM Mican 610KyBaHHSA.

CkacysaTtu 6N10KyBaHHA MOXK/IMBO, 3BEPHYBLLUCH A0
BigomcTBa y cnpaBax iHO3emu,iB.

Y 6yab-AKkoMy pasi ogpasy NoBigoMTE KOMNETEHTHUI opraH
y CnpaBax iHO3eML,iB NPO BTPATy €N1EeKTPOHHOIO A03BOAY

Ha NPOXXUBAHHA.
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B iHTepHeTI

Lie HaliBaXKnuBiLWi BEGCTOPIHKK LLOA0

€/1eKTPOHHOTO A03BO/Y HA NPOKMBAHHSA

3 PYHKLi€l0 NOCBiAYEHHA 0COBUN OHNAMH

(=] A[s]

a0

[=]3 3k =]

N
www.ausweisapp.bund.de “ www.bsi-fuer-buerger.de
3aBaHTa)KTe 6e3KOLUTOBHUI 3aCTOCYHOK KopwucHa iHdopmaLis npo
AusweisApp2 Ta OTpMMyiTE NiATPUMKY Baly 6e3neky B iHTEpHETI

Te!'led)OHOM YN €eNEeKTPOHHOK NOLWTO

Fnocapii
1 2 3 4 5 6 [ CAN: Card Access Number; Kog, [OCTyny A0 KapTKX
o eAT: eneKTPOHHUI A03BIN HA MPOXKMBAHHA
- o €C: EBponelicbkuin Coto3
ICT
[ ICT: Intra Corporate Transfer
[ NFC: Near Field Communication;
CtaHpapT 6e34p0TOBOI Nepeaayi AaHUX Ha
KOPOTKIl BiACTaHi [0 ABOX CAHTUMETPIB.
*x%kk%k% o PIN: Personal Identification Number;
NepcoHanbHU TAEMHUIN HOMEP
kkkkkkkkkk o PUK: Personal Unblocking Key;

8-3HauYHMI Koa ANA po36a0KyBaHHA

O /[
— —0 € e O VfB: NyHKT BMAA4i A03BiNbHUX cepTudikaTis
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